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The exacerbating water crisis and the inefficiency of conventional water
management models in the agricultural sector have made the adoption of 10T-
based technologies a necessity for optimal water resource management. This
study was conducted to analyze the challenges of implementing loT-based water
management technologies in the agricultural sector of Kermanshah province.
The statistical population consisted of specialists and experts in the fields of IoT,
water, and agriculture, from which 151 individuals were randomly selected and
studied. The face and content validity of the questionnaire were confirmed using
expert opinions, and its discriminant validity was verified using the average
variance extracted index. The reliability of the questionnaire was also assessed
through Cronbach's alpha and composite reliability. Data analysis was
performed using SPSS v.26 and SmartPLS 3. The results of ranking the
challenges using the coefficient of variation revealed that the mismatch between
the cost of these technologies and the farmers' financial capacity, the massive
volume of data requiring advanced processing infrastructure, and limited access
to credit facilities are the most significant challenges facing the use of 10T in
agricultural water management. Furthermore, based on the confirmatory factor
analysis results, economic challenges (0.895) constituted the greatest obstacle to
loT technology implementation, followed by technical (0.879), policy-legal
(0.806), social (0.8), infrastructural (0.778), and environmental (0.508)
challenges, respectively. Overcoming these challenges necessitates designing
financing mechanisms, developing indigenous data processing and analysis
platforms, enhancing communication infrastructure, building human capacity,
and establishing clear legal frameworks for the successful implementation of loT
in agricultural water management.
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Extended Abstract
Introduction
Context and Purpose

The intensifying water crisis in Iran has rendered the transformation from traditional water management to smart, data-
driven systems in agriculture an inevitable necessity. This study aimed to identify, validate, and prioritize the challenges
of implementing Internet of Things (1oT)-based technologies for agricultural water management in Kermanshah Province,
Iran. The research specifically sought to develop and test a comprehensive multi-dimensional model of these challenges
through Confirmatory Factor Analysis (CFA), providing a theoretical framework and practical roadmap for stakeholders.

Research Methodology

This quantitative, applied research adopted a survey methodology. The statistical population consisted of experts in
loT, water, and agriculture in Kermanshah Province, including university faculty, researchers, and relevant government
and private sector specialists. Using power analysis (Cohen, 1988), a sample size of 161 was determined; ultimately, 151
valid questionnaires were collected via simple random sampling. The data collection instrument was a questionnaire
developed through an extensive literature review of Persian and English sources. The questionnaire categorized potential
challenges into six latent constructs: Economic, Technical, Policy-Legal, Social, Infrastructural, and Environmental. Items
were measured on a five-point Likert scale. Content validity was confirmed by a panel of experts, and discriminant validity
was assessed using Average Variance Extracted (AVE). Reliability was confirmed with Cronbach's alpha and composite
reliability scores, all exceeding 0.7. Data analysis was performed using SPSS 26 for descriptive statistics and Smart PLS 3
for Structural Equation Modeling (SEM), specifically Confirmatory Factor Analysis (CFA).

Findings

The descriptive findings indicated a consensus among experts on several key challenges. The lowest coefficient of
variation (CV) was observed for the "Mismatch between technology costs and farmers' financial capacity" (Economic),
highlighting its perceived centrality. In the infrastructural dimension, "Lack of 10T demonstration farms" had the lowest
CV. CFA results validated the proposed six-factor structure, explaining a significant portion of the variance in
implementation challenges. The standardized path coefficients revealed the following order of importance for the latent
constructs:

1. Economic challenges (f = 0.895): Identified as the most significant barrier, encompassing high investment costs,
limited access to credit, and insufficient R&D funding.

2. Technical challenges (B = 0.879): The second major barrier, including issues related to big data management,
processing needs, hardware vulnerability, and energy supply.

3. Policy and legal challenges (f = 0.806): Encompassing the lack of a national strategic plan, ambiguous data
ownership laws, and insufficient equipment standards.

4. Social challenges (f = 0.800): Involving low trust in technology, cultural resistance to change, and a lack of
specialized training for farmers.

5. Infrastructural challenges (f = 0.778): Including weak internet connectivity in rural areas and a shortage of local
technical support services.

6. Environmental challenges (f = 0.508): Although recognized, these were considered a lower-priority concern in the
short term, relating to the ecological footprint of electronic waste and energy consumption.

Conclusion

The successful implementation of loT-based water management technologies in Kermanshah Province is hindered by
a complex, interconnected web of challenges across six dimensions. A purely technological or top-down approach is
insufficient. An effective strategy requires a systemic, multi-pronged policy intervention. This must prioritize economic
interventions, such as tailored financial schemes and cooperative procurement models, to alleviate the primary cost barrier.
Simultaneously, it must address technical bottlenecks by fostering the development of local data platforms and maintenance
ecosystems. Foundational to these efforts is the establishment of a clear policy-legal framework, including a provincial
smart agriculture roadmap and regulations for data governance. Complementary actions are needed to build social trust
through demonstration farms and farmer organizations, and to close the digital divide by improving rural connectivity and
energy access. A cross-sectoral steering committee is recommended to coordinate these integrated efforts, ensuring that the
transition to smart water management enhances agricultural productivity, sustainability, and resilience in the face of Iran's
pressing water crisis.
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Table 2. The results of ranking challenges of uing 10T in agricultural water management based on experts' opinions.

89,5 bl Ol lme Blpodl Olpedi cups A
Group Challenges Mean SD CVv Rank
O399l Slgus 5 il ¢ 2T o dgvaS
Low levels of farmers' awareness, knowledge, and ~ 4.29 1.03 0.240 4
literacy
$9uiS dmoly idme g (o jlS Lo
Traditional and subsistence-based structure of the ~ 4.31 101 0.234 3
farming community
w &l 5D 00 e l3upzd iy (Sl
8. C\?{ Risk of theft of equipment installed in fields 375 1.25 0.333 S
o b Ll s s s
sy Slio )2 E05a] 4500 g (g 328 117 0.357 6
Poor internet connectivity in rural areas
Wlyglys glaoggn > <8 Lt 4 ofjyeliS Jiles pac
Farmers' reluctance to participate in innovative ~ 4.27 0.95 0.222 2
projects
Slisghis sl paass slaghipel 295 395 063 0.159 1
Lack of specialized training programs for farmers
piY lopw 9 odles b @lie 4y (o yiwd & by (slacydgice
Constraints in accessing necessary resources, 3.93 0.99 0.252 4
inputs, and capital
S59UiS 520y slasnly (S8 g 392 elidecSasS
Small-scale and fragmented nature of farming 4.31 0.94 0.218 3
units
el el sl S 5 Sl 4 25 o 306 109 0.356 7
m . Limited access to 10T equipment and sensors
(I el Mg 4 yl559LiS” dgaome wd b fwd pAs
> S 2 2 0309 9450 (o pld b (g yiwd p
S g Limited or no access by farmers to credit facilities 445 063 0.142 2
o Ll oyl glaosls & slazel g0 ol
Low trust in loT-generated data 315 0.91 0.289 6
&9l 3l ool Sy 5l (glaows Colos pas
Lack of insurance support for technology-related ~ 3.91 1 0.256 5
risk
bl oyl g e (sbagy9lid dawgi g (3x25 1D (g IS lo s DgueS
Low investment in R&D of loT-based 4.43 0.57 0.129 1
technologies
Caunns jlagze y slodl 6 i) lipos ke QW)QL"
%" Negative environmental impacts of 10T equipment 166 1.06 0.639 2
=1 oS jlodlizal > &, (5331 20 215 268 093 0.347 1
3 Increased energy consumption due to sensor usage
2 ] S9SN e b 9 5 5 (3L (gl
g Pollution of disposal of electronic equipment 1.78 1.45 0.815 3
production
SgliS e 5> sldl oyl clacs)sld ol s pdyrlide
Low scalability of 10T technologies in the 4.06 1.08 0.266 6
agriculture sector
S5 9Py Slapiam 4 5l g odl g 39 YL
= High volume of data and the need for robust 4.2 0.61 0.145 2
S ‘. processing systems
= (Loyo 5 Lo)S aagh, ale) oo olse 51 i 6 pdys]
= Vulnerability of equipment to environmental 3.44 1.07 0.311 7
factors
bl oyl (slacsygld (5)lSS g (sjlulely (38 (Samn
Technical complexity in deploying and 4.06 101 0.249 5

maintaining loT
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Lack of adoption of existing technologies with 33 1.09 0.330 8
local conditions
Eljo 1 s 9ld ol (65,54 (sl L3 3550 (6531 el Ko
Difficulty in supplying the energy required to 3.85 0.9 0.234 4
deploy 10T in fields
OlighsS (Jlo g (5 Ol b (555l Gl poe
Mismatch between technology and farmers' 4.4 0.49 0.111 1
capacity
d)‘)gL;lf sosly oK.:L Coxd
Weak agricultural databases
SNl 5 S| sl 5 sl ) duwgs pas
Lack of communication and information 2.8 0.99 0.354 5
infrastructure
o g L;L:ad”l;.é Sloss dSl)l BN @)LQ‘» W29
Inadequate skills in providing smart technology =~ 4.35 0.8 0.184 3
services

CE—' Lack of data privacy and security 2.12 0.98 0.360 6
R Ol o e dgutg 2 sLdl 6 il Glapiaw 35 o5 pie
Lack of 10T systems' focus on improving water ~ 3.87 121 0.313 4
manageme
e (58 Sluidy Glaptus S92 pis
Absence of local technical support systems 44 0.7 0.175 2
sluasl oyl (wisles 5 dged )l5e yladd
Lack of loT demonstration and pilot farms 4.59 051 0.111 .
sledl oyl sl ysld b (65)9L3S (s paalp plaS (gwps pois
Disconnect between agricultural planning systems 4.4 0.88 0.200 1
and loT
Nadgh (55)l3S 3,05 gl Sl gola (lo acliy 3925 pac
Lack of a comprehensive national plan for 4.33 0.9 0.208 2
developing smart agriculture
eyl lallas 5l (o3 sbasely 5 Clgtune Bk 3 S8
o . 388 105 0.271 3
Legal vacuum in accepting responsibility of 10T
errors
oyl slasygls 9 i 654 lp )l cules s
ALl 3.15 1.07 0.340 4
Lack of an integrated policy for deploying loT
W)-u.ll d‘@d)}té CutS = LS‘)% cwlio LgLaaa)lAleuI dg>g pis
o _ 3.07 12 0.391 5
Absence of appropriate standards for assessing the
quality of loT
el 6y Loy sndides (cloosly cuSlle (sl bl pwilgd 290
Lack of supportive laws for ownership of data 3.1 1.37 0.442 6
generated by loT
oyt i s 50 Glagloils n (Kales pas
Poor coordination between government and NG~ 2.89 1.35 0.467 7
organizations

4.13 0.74 0.179 3
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Table 3. Fit indices of the measurement and structural models for the hypothesized CFA model.

L = ks 5l t oLl T t oLl
Cor;cept Symbol Factor t- AVE CR Path t-

Loading Statistic Coefficient  Statistic

SOC1 0.643 6.295

SOC2 0.666 6.739

sle! SOC3 0.881 26.539
(Social) soc4 0726 gso 069 0886 0800 39.608

SOC5 0.863 27.663

SOC6 0.714 11.880

ECO1 0.754 9.802

ECO2 0.529 6.281

b ECO3 0951 92.785
(Economic) ECO4 0.926 47.244 0.570 0.899 0.895 58.571

ECO5 0.774 25.856

ECO6 0.552 6.380

ECO7 0.694 6.415

oo ENV1 0.856 17.094
(Envir“onme"r:tal) ENV2 0.671 9.145 0.633 0.837 0.508 7.621

ENV3 0.847 19.890

TEC1 0.647 9.399

TEC2 0.568 7.514

TEC3 0.829 31.191

o2 TEC4 0.891 36.019
(Technical) TEC5 0815 20939 0989 0918 0879 38398

TEC6 0.868 36.747

TEC7 0.833 22.847

TECS8 0.616 12.562

INF1 0.621 8.082

INF2 0.908 46.774

Bl INF3 0.864 34.990
(Infrastructural) INF4 0.622 10.722 0499 0.852 0.778 21.231

INF5 0.578 6.300

INF6 0.563 5.644

POL1 0.829 29.943

POL2 0.842 40.516

S5t 9 (sl POL3 0.907 34.060
Policy and ) POL4 0.829 26.525 0.759 0.956 0.806 18.805

(Legal POL5 0.930 62.397

POL6 0.912 88.334

POL7Y 0.841 33.720




fyy OIS0 9 ([ 55 y9liS O o ko 0 sled] iy (o 5o 5198 5 5 H Y sl (g — cole)

Sgas o3l S5 g )98 u ile I e (S Slauye JBlas y e sla g 53 15Ty 2lgy o sl
ol iyl 55 o 4 bgrye (ygites 5 d9290 ol salod 51 (F Jaz) L yile cnl ol Jlab (g) 39290 olie
L & Glapad SO Shy ol ) d92ge pdlhe (39 Soml wl Iy 38 a0s 1SNy sy J Je
anlin (s S 28 01100 (U5 0392 Eoudge e 1 Sl 5 (B Jgin) +/A e | (HTMT) (laanas
Gl Jdo slooles

oxd oy Jele Jao ISy olsy piomiw slp S5V 5 e mpile (£ Jgua
Table 4. Fornell-Larcker matrix for assessing discriminant validity of the hypothesized factor model studied.

wsloial ool R acangy | SPEI
Social Economic Infrastructural Environmental Potgé;nd Technical
sl
: 7 - - - -
Social 0.768 -
wlaf g 754 0.755 - - - -
Economic
Hlxi g 615 0.634 0.706 - - -
Infrastructural
el () 402 0.339 0.219 0.796 - -
Environmental
S g5 0.504 0.657 0.537 0.871 -
Policy and Legal
“" 0.642 0.751 0.570 0.312 0.547 0.768
Technical

wdd Loy Jale Jae Gl Sly sy Giow slp HTMT Ll 0 Josa
Table 5. HTMT matrix for assessing discriminant validity of the hypothesized factor model

L3 sl ol Sy aoCum s (Beds g Swlw 2
Concept Social Economic  Infrastructural Environmental  Policy and Legal  Technical
sleiz! _ _ _ _ _ _
Social
oLl 0.794 B _ _ B B
Economic
Blor 0.717 0.729 - - - -
Infrastructural
et 0.547 0.420 0.369 - - -
Environmental
SR> 5 Sl 0.508 0527 0.729 0.609 - -
Policy and Legal
‘-5'9. 0.639 0.887 0.636 0.373 0.571 -
Technical
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Figure 2. Factor loadings and path coefficients of using 10T in agricultural water management.
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